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Privacy Notice for Oxfordshire Mind supporters
Oxfordshire Mind is committed to protecting the privacy and security of your personal information to ensure that everyone who supports us, including by commissioning or attending training or one of our events, feels confident and comfortable with how the information you share with us will be looked after and used. Oxfordshire Mind is part of the Mind Federation but operates independently from other local and national Mind services. Some Oxfordshire Mind services are provided under the name ‘Mind in Berkshire’. 
This Privacy Notice sets out how we collect, process, and store your personal information (this means any information that identifies or could identify you) in accordance with Data Protection legislation, including the UK General Data Protection Regulation (UK GDPR). For more information, please refer to Oxfordshire Mind’s Data Protection and Confidentiality Policy 
We collect, store, and use the following categories of personal information about you. 
	INFORMATION WE HOLD ABOUT YOU

	· Personal contact details such as name, title, addresses, telephone numbers, and personal email addresses.
· If you work for an organisation that supports us, the name and address of the organisation and your role. 
· Information about your reasons for supporting Oxfordshire Mind (if applicable). 
· Your preferences about how we contact you and the information we send you. 

· Information about events or training provided by or in partnership with Oxfordshire Mind that you have attended, including Youth in Mind conferences. 
· Records of any funds raised and paid to Oxfordshire Mind. 

· Details of payment methods, including bank cards, bank accounts, and invoices Any feedback you have shared about the events or training in which you have taken parts.
	· From time to time, we ask people who have used our services to share their stories and experiences with us and use them, anonymously, to demonstrate to supporters how their support benefits others. This could include written material, video or photographs, or an audio recording.
· If you agree to share your stories and experiences with us, we may ask you to provide written consent to hold and process this as personal information and we will keep a record of your written consent.  
· If you are supporting us in memory of a loved one, we may keep a record of the personal details of your loved one, important and key dates such as anniversaries, and details of your loved one’s funeral. 


Under the UK General Data Protection Regulation (UK GDPR) the lawful bases we rely on for collecting and processing this information are: 

· We have a legitimate interest in collecting and processing information in order to provide a service to you and collecting and processing information will not conflict with your interests, rights and freedoms, OR 

· we will ask you to provide explicit consent to allow us to collect and process your data.
Data Protection Law recognises that some categories of personal information are more sensitive and require additional protection. Special Category Data include information about a person’s health, race, ethnic origin, political opinions, sex life, sexual orientation, religious beliefs, trade union membership, genetics or biometrics and can only be processed where additional conditions are met. 
We will only collect and use information that falls into these categories for the purposes of providing you with support as an Oxfordshire Mind supporter and quality monitoring or evaluating our fundraising, development and training offers. In most cases we will ask you to provide explicit consent to allow us to collect and process special category data, including information about any support you have received from Oxfordshire Mind services. 
How we collect and use your personal information
The information outlined above (“Information we hold about you”) will usually be collected directly from you by a member of Oxfordshire Mind staff. Your information will be entered and stored on a secure customer relationship system which can only be accessed by Oxfordshire Mind staff or may be stored in a secure folder on an internal shared drive. In some circumstances, we may direct you to book your place at an event through a third party event booking website, which will be used to collect your contact information and details of payment methods. 
The information we collect will be used to keep records of funds raised through supporter fundraising and donations and participation at our events and training, and to keep supporters informed of our activities, the work we do, and further opportunities to be involved in our work. 
	HOW WE USE INFORMATION ABOUT YOU

	· We keep records of our supporters’ details so that we can acknowledge and thank them for their support and, if they wish, keep them informed about the work that we do and further opportunities to be involved in our work, including opportunities that align with their interests and motivation for supporting Oxfordshire Mind. 
· We keep records of funds raised, donations and payments made so that we can keep detailed and up-to-date financial records. 
· We keep records of people who have taken part in events and training and any feedback they share with us to help us plan and develop future events and training courses. Where events have been delivered in partnership with other organisations, we may share contact details and feedback of people who attend with our partners. 

	· If you have been awarded a qualification after completing certified training we may notify you before your qualification expires and offer options for requalification. 

· When people who have used our services share their stories and experiences with us, we create resources including printed materials, videos, photographs, and audio recordings, to share positive examples of how our services have helped the people we support, which we may then share in reports with funders, on our website or our social media. We use a pseudonym in place of the person’s name, and we may change or remove details that could allow the person to be identified (for example, if they’ve mentioned the street where they live, or their job).
· We keep records of written consent to use people’s stories and experiences, including photographs, videos and audio recordings. 


Data security
We have put in place measures to protect the security of your information. Details of these measures are available upon request and further information can be found in the Confidentiality and Data Protection Policy.
	HOW WE KEEP INFORMATION ABOUT YOU SECURE

	· Most of the information we collect about you is stored in secure folders that can only be accessed by Oxfordshire Mind staff. 

· Records of fundraising and donations are stored in a secure customer relationship management system that can only be accessed by Oxfordshire Mind staff. 
· A limited amount of information is stored in other secure systems that can only be accessed by specific Oxfordshire Mind teams, such as information needed to book appointments and meetings.

· Contact details, booking information and details of payment methods may be temporarily stored in a third party event-booking website in accordance with their data security protocols. If you require more information about the platforms we use, you can contact us to request additional details

	· All Oxfordshire Mind staff receive regular training on data protection legislation including GDPR 

· Our customer relationship management system is provided and supported by a reputable supplier. The system uses server authentication and encryption to restrict access to registered users and is hosted in a firewall protected secure server environment. The server is in the UK. If you require more information about our client management system, you can contact us to request additional details. 


Data retention

We will retain your personal information for as long as necessary to fulfil the purposes we collected it for and in line with Oxfordshire Mind’s Data and Confidentiality Policy and Record Retention Procedures.
Data Protection Lead
We have appointed a Data Protection Lead (DPL) to oversee compliance with this privacy notice. If you have any questions about this privacy notice or how we handle your personal information, please contact the DPL at dataprotection@oxfordshiremind.org.uk
Your rights in connection with personal information

Your data protection rights - More information from the Information Commissioner's Office (ICO)
You are not required to pay any charge for exercising your rights. If you make a request, we have one month to respond to you.

Under data protection law, you have rights including:

· Your right of access - You have the right to ask us for copies of your personal information. Requests can be made by another person on your behalf, but it is that person’s responsibility to provide evidence that they have authority to act on your behalf. Parents or carers of children may make requests on behalf of the children in their care, as long as this is in the best interests of the child. 
· Your right to rectification - You have the right to ask us to rectify personal information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete. 

· Your right to erasure - You have the right to ask us to erase your personal information in certain circumstances. 

· Your right to restriction of processing - You have the right to ask us to restrict the processing of your personal information in certain circumstances. 

· Your right to object to processing - You have the right to object to the processing of your personal information in certain circumstances.

· Your right to data portability - You have the right to ask that we transfer the personal information you gave us to another organisation, or to you, in certain circumstances.

Please contact us at dataprotection@oxfordshiremind.org.uk if you wish to make a request or you can ask a member of staff to contact us on your behalf. 
You also have the right to complain about our handling of your data to the regulator of information rights in the UK, The Information Commissioner’s Office (ICO). For further details about this please go to their website https://ico.org.uk/global/privacy-notice/your-right-to-complain/
If you have any questions about this privacy notice, please contact the DPL at dataprotection@oxfordshiremind.org.uk 
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